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Abstract 
 

The Center for Chemical Process Safety (CCPS) Guidelines on Inherently Safer Chemical Process 
A Life Cycle Approach (2009) defines a hierarchy of controls that can be used to decrease the risk 
of a system.  These guidelines include a hierarchy of layers of protection that can be used in Process 
Hazard Analyses (PHAs) to determine adequacy of the existing safeguards.  This approach can be 
particularly useful for companies that have potentially high severity scenarios for which only a 
procedural layer of protection is available. 
 
Releases of hazardous materials have occurred that could have been prevented by implementation 
of engineered safeguards.  From a review of these incidents, it had become evident that the owners 
and operators of the affected facilities relied on procedural safeguards to prevent occurrence of 
those events.  Examples of such cases have involved gasoline, chlorine, and anhydrous ammonia, 
which are three commonly used hazardous materials at facilities in the United States. 
 
Process Hazard Analysis (PHA) provides a thorough and efficient method for systemically 
reviewing complex systems for safety concerns.  A commonly applied PHA method is the Guide-
Word Style Hazard and Operability (HAZOP) approach.  HAZOPs are a team effort and risk 
determination varies based on the experiences and safety culture of team members.  Some teams 
may determine that procedural safeguards are adequate to prevent against a scenario that could 
lead to a severe event (e.g., liquid release of a volatile toxic material such as chlorine).  However, 
accidental releases have been experienced demonstrating inadequacy of procedural safeguards to 
minimize the risk of a severe event. 
 
The above noted CCPS guidelines consider procedures as the least effective protection layer.  An 
active engineered safeguard is considered a more reliable protection layer.  The purpose of this 
paper is to point out the potential for a pitfall in risk acceptance where a high severity consequence 
scenario is concluded to be of acceptable risk based solely on operator action.  It is recommended 
for owner and operators of such facilities to require mitigation feature other than procedural 
controls for high severity scenario regardless of the risk ranking. 
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1 Introduction 

Releases of hazardous materials have occurred in a wide range of systems with safeguards in place.  
A number of these events have occurred in systems that relied on procedures and operator 
intervention as the primary safeguard.  The Center for Chemical Process Safety (CCPS) [1] and 
the American Industrial Hygiene Association (AIHA) [2] have each published guidelines on the 
topic of hierarchy of controls which can be used as a qualitative measure to establish the 
effectiveness of risk reduction measures.  Both CCPS and AIHA have ranked engineered controls 
as a higher level safeguard than human intervention.  The October 23, 2009 explosion at the 
Caribbean Petroleum Corporation’s facility in Puerto Rico shows the importance of implementing 
engineered controls in addition to human intervention.  The Chemical Safety Board (CSB) [3] 
investigated that event and recommended for similar facilities to add engineered controls such as 
“automatic overfill protection systems” to prevent future accidents. 

Facilities that contain certain hazardous materials above a certain quantity must comply with the 
Process Safety Management (PSM) [4] and Risk Management Plan (RMP) [5] process safety 
regulations that require a Process Hazard Analysis (PHA).  The purpose of a PHA is to identify 
potential hazards posed by a system, the safeguards that are in place to minimize the likelihood or 
severity of the event and risk rank the scenarios that can lead to adverse consequences.  In some 
instances, the probability qualitatively assigned to an adverse scenario with only procedural 
safeguards may be underestimated.  This underestimation of probability can lead to a lack of 
urgency to implement engineered safeguards to prevent an adverse consequence. 

In addition to PHAs, some companies voluntarily perform Layer of Protection Analysis (LOPA), 
which is a more detailed analysis than PHA.  LOPA is used to semi-quantitatively assess whether 
sufficient safeguards exist to meet a target risk level.  In some instances, teams may use LOPA in 
such a way as to show that adverse consequences are unlikely by crediting conditional modifiers 
that may not be applicable to the scenario.  This can lead to a determination that additional 
safeguards are not necessary as risk tolerance has been met. 

It may be prudent to establish rules to implement engineered safeguards in potentially severe 
scenarios that rely only on procedural safeguards.  The purpose of this paper is to describe the 
establishment of a criterion in which potentially high severity scenarios are identified that rely 
primarily on procedural safeguards and how to add an engineered safeguards to reduce the 
likelihood of the scenarios occurrence. 
 
 
2 Industry Incidents 

Many incidents have occurred in the chemical process industry where a procedural safeguard was 
the main layer of protection.     

The CSB has performed many incident investigations and provides recommendations to different 
organizations with the main purpose of learning from past events to enhance safety.  A recent 
investigation focused on the CAPECO incident of October 23, 2009 when a gasoline storage tank 
was overfilled leading to the formation of a vapor cloud and explosion [3].  In Appendix B of that 
investigation report [3], CSB lists twenty-two major accidents that have occurred in the process 



GCPS 2016 
__________________________________________________________________________   

industry since 1962 that involved hydrocarbon storage tank overfill.  A majority of these accidents 
involved processes that did not have an automatic overfill protection system and only relied on 
human intervention to prevent an overfill.   

Similar events have occurred at facilities that handle anhydrous ammonia, a highly hazardous 
material.  Ammonia is a toxic material with a low boiling point that vaporizes upon release into 
the atmosphere.  Inhalation of ammonia vapors can result in irritation of the mucous membranes 
of the nose, throat, and lungs.  If a plume of ammonia vapors with a concentration above 5,000 
ppm is inhaled, sudden death may occur [6].  Many refrigeration systems use anhydrous ammonia 
as the refrigerant in the United States.  In ammonia refrigeration systems, compressors provide the 
motive force to circulate the ammonia.  Compressors require oil for lubrication, which by design 
leaks into ammonia side of the system.  Entrained oil is removed from the system from the oil pots 
where oil separates from ammonia and settles in the pot.  In order to ensure proper ammonia 
refrigeration system cooling efficiency, these oil pots must be drained periodically to remove the 
oil on the ammonia side of the system.  This is achieved by opening a drain valve into an open 
pale.  System pressure moves the oil.  The operators are required to be vigilant and close the valve 
as soon as oil composition starts to change indicating that the pot is drained of oil and ammonia 
may follow.   

Releases of ammonia have occurred from ammonia refrigeration systems due to oil drain 
operations.  An engineered safeguard that could prevent this type of release is a self-closing 
emergency stop valve.  It is designed such that an operator must hold the valve open by holding 
on to it and when operator’s hand is removed the spring loaded self-closing emergency stop valve 
immediately closes.  If an emergency stop valve is installed on an oil drain valve, it can limit the 
amount of ammonia released to atmosphere in the event that the drain operation is performed too 
long and ammonia starts to release once the oil has been drained from the pot. 

The accident at CAI, Inc. and Arnel Inc., [7] is another example of an accident involving a system 
without an engineered safeguard.  The CSB performed an incident investigation on this accident 
and issued recommendations [7].  According to the CSB, an initiating cause of the explosion was 
determined to be that a steam valve was left open to a tank containing flammable liquid.  This 
steam valve was periodically used to heat the contents of a tank that stored ink and then manually 
shutoff by an operator once the desired temperature of the material was reached.  On November 
22, 2006 the steam valve was forgotten open and the ink in the storage tank overheated and 
vaporized.  The vapor cloud found an ignition source and a large explosion occurred.  The CSB 
recommended that CAI, Inc. install safety controls that would prevent overheating of flammable 
or combustible liquids.  
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3 Hierarchy of Controls and its Application 

3.1 Hierarchy of Controls 
 
CCPS has published “Inherently Safer Chemical Processes, A Life Cycle Approach”, which 
describes the importance of making chemical processes inherently safer [1].  The CCPS states the 
following, “A chemical manufacturing process is inherently safer if it reduces or eliminates the 
hazards associated with materials and operations used in the process and this reduction or 
elimination is permanent and inseparable” [1].  The CCPS has described methods of making 
chemical processes safer and an important concept of the guidelines is levels of inherent safety.  
The CCPS [1] describes the levels of inherent safety as follows from most effective to least 
effective: 
 

First Order Inherent Safety Measures –  
Avoid Hazards 

Second Order Inherent Safety Measures –  
Reduce Severity;  
Reduce Likelihood 

Layers of Protection –  
Apply Passive Safeguards;  
Apply Active (Engineered) Safeguards;  
Apply Procedural Safeguards 

 
It is important to note that the least robust layer of protection listed by the CCPS is the application 
of procedural safeguards.  This means that the application of active safeguards is a more robust 
layer of protection than procedural safeguards.  The highest or first order of inherent safety listed 
is avoiding hazards.  This is defined as elimination of a hazard.  The two second orders of inherent 
safety listed are reducing severity and reducing likelihood.  The severity of a hazard can be reduced 
by a number of methods including reducing the quantity of the material in a system, reducing the 
pressure or temperature within a process, substituting the material for a less hazardous material, 
etc.  The likelihood of a hazard’s occurrence can be reduced by a number of methods including 
using more corrosion resistant material, redesigning a process from four vessels to requiring two 
vessels, etc.  The next order of inherent safety after the first and second orders are layers of 
protection.  Layers of protection are ranked in order as passive safeguards, active safeguards, and 
procedural safeguards with procedural safeguards being the least robust and passive safeguards 
being the most robust.  An example of a passive safeguard is designing the vessel within a system 
with a maximum allowable working pressure that is higher than the highest pressure that can 
potentially be reached within the system.  An example of an active safeguard is an automatic 
overfill protection system that shuts off flow to a tank when high level is reached in the tank.  An 
example of a procedural safeguard is relying on operators to shut off the flow to a tank when a 
certain level is reached. 
 
The AIHA also addresses hierarchy of control from the standpoint of occupational safety.  The 
“Z10-2012: Occupational Health and Safety Management Systems” Standard, defines hierarchy 
of controls which can be summarized as follows: 



GCPS 2016 
__________________________________________________________________________   

A. Elimination; 
B. Substitution of less hazardous materials, processes, operations, or equipment; 
C. Engineering controls; 
D. Warnings; 
E. Administrative controls; and 
F. Personal protective equipment 

 
There are many similarities between the CCPS’s inherent levels of safety and the AIHA hierarchy 
of controls.  Similar to the CCPS, the AIHA hierarchy of controls considers engineering controls 
as more robust than human intervention, warnings and administrative controls.  The AIHA 
hierarchy of controls is written for occupational safety whereas CCPS’s hierarchy of controls is 
written specifically for process safety applications.  In both hierarchy of controls, the first item 
listed is eliminating a hazard.  The second order of inherent safety listed by the CCPS is “reduce 
severity, or reduce likelihood”, which is very similar to the second hierarchy of control listed by 
AIHA.  Substituting a less hazardous material translates to reduced severity.  Substituting less 
hazardous operations can be considered as a measure that reduces likelihood.  The third hierarchy 
of control listed by AIHA is “engineering controls”, which can be considered the same as the first 
two layers of protection listed by the CCPS, “Apply passive safeguards, Apply active safeguards”.  
The third layer of protection listed by the CCPS, “Apply procedural safeguards” can be considered 
a combination of the fourth and fifth hierarchy of controls listed by AIHA, “Warnings; 
Administrative controls”.  The one major difference is that the CCPS does not call out alarms 
specifically as the AIHA does with the warnings hierarchy of control.  The CCPS’s inherent safety 
measures refer to alarms in the procedural controls as all alarms require personnel intervention.   

An example of an engineered control referred to by AIHA in regards to occupational safety is a 
shutoff system for an automated laser welding machine that shuts off immediately upon detection 
of limbs within the welding area.  This is an example of an engineered control designed to prevent 
personnel exposure to laser burns.  An automatic overfill protection system that is considered an 
engineered safeguard by the CCPS for process safety applications is also considered an 
engineering controls according to the AIHA hierarchy of controls. 
 
Regulatory bodies involved with PSM and RMP have taken notice of the importance of hierarchy 
of controls.  Current drafts of California’s Process Safety Management [8] and Risk Management 
Plan [9] regulations for refineries will specifically require hierarchy of hazard controls to be 
formally addressed.  The draft regulations state that an analysis must be performed on all existing 
processes at a refinery that pose a process safety hazard.  The analysis team must document the 
possible inherent safety measures for each hazard that can be implemented to reduce risk.  The 
analysis team must review the feasibility of each level of inherent safety and must document why 
an inherent safety measure cannot be implemented for the process if that decision is made.   
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3.2 Application of Hierarchy of Controls 

The most preferable time period to apply the hierarchy of controls to a system is during its design 
phase when changes can be made without severe economic impact.  In addition to the design phase 
of a system, the hierarchy of controls can be applied throughout a system’s life cycle when changes 
are considered.  However, the upcoming regulations in California will be requiring application of 
the concept to built and operated systems.   

To be able to apply hierarchy of controls to a system, it is only rational to establish what hazardous 
scenarios are possible and what safeguards are in place as protection.  Process Hazard Analysis 
(PHA) provides a systematic method to identify and rank potential hazard scenarios and to identify 
the layers of protection in place to minimize the risk.  By conducting the PHA, one can claim that 
all potential hazard scenarios that a team of experts could identify have been addressed 
systematically. 

The hierarchy of controls can be used during a Process Hazard Analysis (PHA) to determine the 
adequacy of available safeguards to prevent each release scenario identified.  This can be 
completed by identifying the available safeguards for scenarios that are postulated to have severe 
consequences and questioning whether or not inherently safer measures can be implemented.  In 
addition, the hierarchy of controls can be applied when a recommendation is made during a PHA.  
The hierarchy of controls can act as guidance to choosing a higher level control measure to reduce 
the risk of a scenario.  The hierarchy of controls can be reviewed while making any major changes 
to a system to assess if there are inherently safer options than the change being proposed.  The 
hierarchy of controls can also be reviewed during an incident investigation to determine if a higher 
order of control should be implemented to prevent the recurrence of an incident. 

The thought process of applying hierarchy of controls for a gasoline producer may be the 
following: 

1. Currently there is a need for gasoline as vehicle fuel since a majority of automobiles sold 
in the United States require gasoline as the energy source.  Therefore, this is a viable 
business venture that society at large needs.  Eliminating gasoline from the line of products 
produced and sold by the company is not a prudent business decision because its safety 
risk is relatively well understood and has historically been accepted by society.  Therefore, 
eliminating the hazard (i.e., moving out of gasoline business) as the very first item of the 
hierarchy of control is not a prudent option.    

2. The next hierarchy of controls addresses reducing severity and likelihood.  In order to 
reduce the severity of a gasoline storage tank related mishap (e.g., overfill and vapor cloud 
explosion), the hazard radius of a vapor cloud would need to be reduced.  This can be done 
by reducing the pool surface of released material, as an example.  Pool area is a function 
of the berm walls around the storage tanks and height of the walls.  As another example, 
the owner may decrease the flow rate into a tank allowing the operators more time to 
discover and shutoff the inflow.  These changes may not be feasible or the risk reduction 
gained from them may be smaller than other options (e.g., automatic shut-off on high 
level).   
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3. In order to reduce the likelihood of a gasoline storage tank overfill, the number of times 
the storage tank filling operation is performed can be reduced.  This will require larger 
storage tanks which may increase the quantity of gasoline release in case of tank failure.  
Thus, the risk reduction gained from decreasing frequency of fills may be offset by the 
increase in risk due to larger tank size. 

4. Engineered controls are the next available hierarchy of control.  The first type of layer of 
protection based on CCPS’s hierarchy of controls is a passive safeguard.  One commonly 
used passive safeguard for large hydrocarbon storage tanks is secondary containment (a 
berm).  The purpose of a berm is to contain a spill.  However, in the case of gasoline, the 
light ends within the mixture would vaporize resulting in a vapor cloud formation with the 
potential for an explosion.  As discussed above, reducing the pool size may reduce the 
evaporation rate but better risk reduction can be obtained by other means. 

5. The next hierarchy of control is an active safeguard such as an automatic overfill protection 
system that will shut off the pump filling the storage tank when high level is detected.  For 
a built and operated system, this option may provide the best risk reduction.   

6. Procedural safeguards are the next hierarchy of control after active safeguards.  The 
procedural safeguard for a gasoline storage tank filling operation would be operator 
monitoring of the level on the storage tank, installation of a high level alarm, and shutting 
off the feed pump manually at a certain level.   

 

4 Process Hazard Analysis 

4.1 Use of Process Hazard Analysis 

A Process Hazard Analysis (PHA) is a hazard analysis tool that must be performed for systems 
covered under the PSM and RMP regulations [4 and 5].  PHA is a systemic tool for identifying the 
hazards of a system.  PHA also provides a means to establish the potential severity of each hazard 
scenario, the available safeguards to prevent the hazard and likelihood of the scenarios occurrence.  
By applying risk ranking protocols, the risk gap of each scenario is identified in the PHA process.   

The most common PHA method is HAZOP, which is typically performed in a brainstorming 
session with the participation of team members with experience in different fields necessary to 
properly analyze a system. 

An important part of a PHA is establishing the risk of a hazard scenario.  Risk is defined as “the 
combination of the expected frequency (events/year) and severity (effects/event) of a single 
incident or a group of incidents” [10].  Before a PHA study commences, the management 
responsible for the system must decide what risks they are willing to accept and what risks they 
will consider unacceptable.  The acceptable and unacceptable risks are then translated into a risk 
tolerance matrix.  The risk tolerance matrix contains severity and likelihood pairs that are 
acceptable and severity and likelihood pairs that are considered unacceptable and require risk 
reduction.  This risk matrix is then used by PHA teams in all the PHA studies owned and operated 
by the management.  The risk matrix provides a basis to identify risk gaps and whether or not 
system upgrades should be considered to improve safety. 
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4.2 Augmenting PHAs with Hierarchy of Controls 

PHA results can vary from team to team.  People working in the chemical process industry have 
different career experiences, which can result in different risk estimations during a PHA.  It is 
possible and the authors’ experience in leading PHA studies corroborates this observation that the 
likelihood of a severe consequence may be underestimated by PHA Teams.  For example, 
operators who work with a system on a daily basis and have not experienced any incidents may be 
under the impression that the probability of a specific high severity scenario occurring is very low.  
Operators may feel that a system has been performing well for many years and if an issue did arise, 
the operators are knowledgeable enough to stop the progression to the bad event.  Also, some PHA 
team members may believe that certain initiating causes of hazardous consequences are very 
unlikely based on their experience.  Many of these issues can lead to underestimation of the risk 
of a severe consequence.  Therefore, it is possible that the risk of a high severity scenario is 
estimated within the acceptable range allowing reliance on procedures based safeguards with no 
other safeguard.  Due to the fact that risk ranking issues such as the one described above exist, it 
may be prudent for companies to use hierarchy of controls as the bases to require that all high 
severity scenarios to include at least one independent layer of engineered safeguard protection. 

 
5 Layer of Protection Analysis  

Layer of Protection Analysis (LOPA) is a tool that can be used to semi-quantitatively estimate the 
likelihood of a high severity scenario.  Typically, LOPA is applied to the high severity scenarios 
identified during a PHA in order to enhance the accuracy of scenario likelihood.  As part of the 
LOPA process, typically the LOPA Team estimates probabilities on an order of magnitude basis.  
The values that are estimated are the initiating cause likelihood, failure probabilities of the 
safeguards, occupancy factor, ignition probability, time at risk, and other conditional modifiers 
[11].  The initiating event likelihood is an estimate of how likely it is that the initiating cause occurs 
that can initiate the postulated chain of events.  For example, according to the CCPS [12] the 
probability of a basic process control system (BPCS) failure is 0.1 per year.  Also, if the safeguard 
has special features (e.g., it is designed to be of high reliability) the team may assign 0.01 
probability of failure.   

Occupancy factor refers to the amount of time personnel are within the hazard zone.  For example, 
the CCPS [13] states that the probability of one person being present in a hazard zone is 0.1 for an 
area where operators spend 17 hours on average per week.  Ignition probability refers to the 
probability that a released flammable material finds an ignition source resulting in a fire or 
explosion.  Ignition probabilities will vary based on many factors such as the properties of the 
released material in terms of the released temperature, hot equipment near the release point, etc.  
Time at risk factor applies to non-normally operating modes of a system.  Other conditional 
modifiers may also be used depending on the scenario.  For example, some companies may take a 
conditional modifier stating that a catastrophic compressor seal failure due to liquid being sent to 
the suction side may occur once every ten times. 

LOPA teams may credit additional conditional modifiers and enabling conditions resulting in a 
low risk level within the acceptable range.  One example is crediting a time at risk factor for 
scenarios that can only occur during startup.  Another likelihood reduction can be achieved through 
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the application of occupancy factor for scenarios where generally personnel are not present within 
the hazard zone.  Application of these factors raises an important question about the possibility of 
reliance on procedural safeguard as the only safeguard against a high severity consequence.  
Similar to the PHA, management may mandate that for all high severity scenarios, the LOPA team 
should consider an engineered safeguard regardless of the likelihood and risk ranking. 

Startup is an interesting case as a safety risk contributor.  The CCPS states that time at risk is not 
advised to be used during startup, “Use of a time-at-risk enabling condition in such a situation may 
lead to a conclusion that the average risk meets a facility’s risk criteria; however, the peak risk 
imposed on persons exposed to the hazard may be inappropriately high” [13].   

 
6 Limitations and Benefits 

6.1 Increased Complacency Potentially Leading to Adverse Consequences 

A potential adverse outcome of adding engineered safeguards to a system is an increase in operator 
complacency, which may lead to an adverse consequence.  Operators involved in tasks such as 
storage tank filling may become complacent if an engineered safeguard is available as a backup in 
case they do not shut off the filling operation in a timely manner.  Many engineered safeguards are 
meant to serve as a final barrier to prevent the occurrence of a release.  The knowledge that a final 
barrier such as an engineered safeguard is available may lead to personnel relying on that safeguard 
and not being as attentive to system operation as before the addition of the engineered safeguard.  
Increased complacency may unintentionally lead to an adverse consequence as typical engineered 
safeguards have a reliability of approximately 90%.  This means that approximately 10% of the 
time that they are required to prevent an adverse consequence, they may not work.  If operators 
become complacent and rely on engineered safeguards to prevent incidents, an incident may occur 
if the engineered safeguard does not function as required.  For this reason, it must be stressed to 
personnel prior to installation of engineered safeguards that they are not meant to be a replacement 
of a safeguard (i.e., engineered safeguard replacing a procedural safeguard).  Adding engineered 
safeguards to a system must be understood to be a measure to reduce risk significantly, which it 
cannot accomplish if it only replaces a procedural safeguard. 

6.2 Engineered Safeguards Are Not Perfect 

Engineered safeguards should not be considered as means of eliminating the potential for an 
adverse consequence.  Engineered systems are not guaranteed to work every time they are needed.  
Incidents have occurred in the chemical industry in which an engineered safeguard did not work.  
One such incident occurred on August 14, 2002 in which a chlorine hose ruptured during a chlorine 
transfer and resulted in a release of over 48,000 pounds of chlorine [14].  The chlorine transfer 
system did have automatic shutoff valves that were supposed to activate if chlorine was detected 
at nearby chlorine detectors.  The chlorine detectors did sense chlorine and sent a signal to the 
automatic shutoff valves to close.  However, all automatic shutoff valves did not close as they had 
experienced some internal corrosion.  The automatic shutoff system was not tested properly as part 
of the Mechanical Integrity Program.  Management at the site was not aware of the corrosion issue 
within the system and did not take proactive measures to ensure the automatic shutoff system 
activates properly in the event that it was needed.   
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Another example of an engineered safeguard failing to work is the explosion at the Buncefield Oil 
Storage Depot on December 10, 2005 [15].  A gasoline storage tank was overfilled and the 
automatic overfill protection system did not activate as it was not placed into service properly after 
its previous test.  Maintenance errors such as this can happen and it is important for personnel 
working with engineered safeguards to understand its functionality, and test and maintenance 
procedures in order for it to activate when needed.   

The above two examples of an engineered safeguard failing to activate should not lead to a 
conclusion that adding engineered safeguards to a system does not reduce risk.  Engineered 
safeguards do indeed reduce risk if the Maintenance Program of the system to which it is added is 
updated to include the proper procedures and testing frequency recommended by the manufacturer 
of each piece of equipment associated with the engineered safeguard.  It should also be noted that 
personnel must be aware of the functional details of the engineered safeguard system to ensure 
that it is operable so that it can prevent an accident when needed as it is designed to. 

6.3 Resources 

Adding engineered safeguards to a system requires resources from many departments.  Engineered 
safeguards added to an existing system may need to be designed according to the Instrumentation, 
Systems, and Automation Society (ISA) Standard 84.00.01-2004 [16].  The ISA 84 Standard has 
many detailed requirements for installing Safety Instrumented Systems (SIS).  In order for these 
requirements to be properly met, input is needed from many different groups within a company.   

6.4 Financial Aspect 

Adding engineered safeguards may prevent financial losses incurred due to major accidents.  Some 
may argue against adding engineered safeguards to a system that has been found to be of low risk 
but high consequence severity due to the immediate financial strain it may have on a company.  It 
is true that adding an engineered safeguard requires some financial investment and the system must 
be included in the periodic test and maintenance program.  However, a major accident can cost 
millions of dollars in monetary losses and other non-tangible impacts (e.g., personnel injuries and 
reputation impact).  For example, in 1999 an explosion occurred due to a gasoline storage tank 
overfill at the Thai Oil Company that cost $22.3 million and resulted in seven fatalities [3].  The 
storage tank only had a high level alarm, which was not heard by onsite personnel.  The automatic 
overfill prevention system would have cost a small fraction of that monetary loss, not to mention 
the loss of life that was experienced. 

An opinion that is increasingly being accepted by industry management and safety professionals 
is that safety is an investment, not a cost.  According to OSHA’s Business Case for Safety 
Webpage [17], “Employers that implement effective safety and health management systems may 
expect to significantly reduce injuries and illnesses and reduce the costs associated with these 
injuries and illnesses, including workers' compensation payments, medical expenses, and lost 
productivity.”  We can extrapolate this statement to process safety.  “Z10-2012: Occupational 
Health and Safety Management Systems” Standard [2] is generally accepted as being a very good 
guidance document to implementing an effective safety and health management system.  A very 
important section within that standard is the one on hierarchy of controls.  Therefore, implementing 
a system in which engineered safeguards are added for high severity scenarios where only 
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procedural safeguards exist would be a step towards improving process safety.  This can result in 
a decrease in incidents at a chemical processing facility, which can have a direct positive impact 
on facility profitability.   

Adding engineered safeguards to a system does not necessarily mean that future accidents will be 
prevented.  However, it will reduce the likelihood of a major accident occurring at a facility.  The 
investment required to add and maintain an engineered safeguard can be significantly less than the 
costs associated with an accident. 

 
7 Conclusion 

In the chemical process industry, many potentially high severity tasks exist for which procedural 
safeguards are the main layer of protection.  The hierarchy of controls guidance developed by the 
process industry ranks engineered safeguards as a more robust layer of protection than procedural 
safeguards.  Multiple chemical process industry accidents have occurred in which the procedural 
safeguard layer of protection failed and an engineered safeguard did not exist.  These accidents 
could have been prevented if the associated system had an engineered safeguard as a layer of 
protection in addition to the procedural safeguard. 

The PHA and LOPA methodologies are tools that can be used to identify high severity scenarios 
and the existing safeguards.  It is possible, to apply these methods properly and arrive at a low risk 
conclusion for high severity scenarios that solely rely on a procedural safeguard.  It is 
recommended in this article that these methods be augmented by owners and operators responsible 
for highly hazardous operations with a mandate that all high severity scenarios to include at least 
one engineered safeguard. This should ensure that regardless of the estimated likelihood of the 
scenarios, the operators are not the only safeguard preventing the high severity release.   
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